This Master Services Agreement (“Agreement”) dated _________________, 20____ is made by and between Syracuse University (the “University”), Syracuse, New York 13244 and ___________ [FILL IN NAME] (“Provider”), whose principal place of residence/business is at ________________ [FILL IN ADDRESS].
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2. Statement of Work.  Provider agrees to perform certain services for the University as outlined in one or more separate statements of work (“SOW”).  Each SOW shall become a part of this Agreement when executed by the parties.  In the event of any conflict between the terms of this Agreement and the SOW, the terms of the SOW shall prevail for the purposes of that SOW only.

3. [bookmark: _DV_C16]Term and Termination.
a) This Agreement shall remain in effect until terminated. 
b) Either party may terminate this Agreement or any individual SOW in the event of a material breach by the other party, which breach remains uncured for ten (10) days following written notice to the breaching party.  
c) The University may terminate any SOW for convenience at any time.
d) In the event of a termination, without limiting remedies otherwise available, Provider agrees to refund the University any prepaid fees less a pro rata portion for services rendered prior to the date of termination, and the University agrees to pay Provider for services rendered and accepted prior to the date of termination for which payment has not been made, whichever the case may be, and the University shall have no further financial obligation for fees for this Agreement.  

4. [bookmark: OLE_LINK1]Fees.  All fees shall be set forth in the applicable SOW.  Payment shall be made within thirty (30) days after receipt of invoice and after written acceptance by the University of the deliverables outlined in the SOW.  

5. Ownership of Work Product / Work Made for Hire.  Provider acknowledges that all ideas, intellectual property, deliverables and other work product conceived of, developed or created by, or contributed to by Provider or any subcontractors in connection with this Agreement (“Work Product”) shall be the property of the University as either specially commissioned works made for hire under U.S. copyright law or otherwise, and the University is and shall be the sole and exclusive owner of all right, title and interest in and to the Work Product and all physical copies of the Work Product in all media, including all digital files containing the Work Product.  To the extent that any Work Product is deemed not to be “work made for hire” or otherwise owned by the University, Provider hereby irrevocably assigns, and shall ensure all its independent contractors assign, to the University all of its/their worldwide right, title, and interest in and to all Work Product, together with all related benefits, privileges, rights of action, remedies and intellectual property rights (whether before or later accrued), without the need for further consideration or agreement.  Provider hereby waives, and agrees never to assert, any moral or publicity rights it may have or accrue with respect to any Work Product.  Provider shall execute, cause to be executed and/or deliver such other instruments or documents as are required or reasonably requested by the University to further effect or evidence the University’s ownership of the Work Product.

6. Insurance Requirements.  [SUBJECT TO ADJUSTMENT IF WARRANTED DUE TO SERVICES BEING PERFORMED – CONSULT RISK MANAGEMENT] Without limiting any of the obligations or liabilities of Provider, Provider shall carry and maintain, at their own expense including any applicable deductibles or retentions, as long as respective, applicable statute(s) of limitation or repose are in effect relating to the specific purposes of this Agreement, insurance policies of the kind and at least the limits listed below and with insurers with an A.M. Best's Rating of not less than A-VIII at all times.  Accordingly, Provider will maintain at least the following insurance requirements:
 	
a)	Computer Security and Privacy Liability, with limits of at least $1,000,000 per occurrence and $2,000,000 in the aggregate, covering actual or alleged acts, errors or omissions committed by the Provider, its agents, or employees. The policy shall also extend to include the intentional, fraudulent or criminal acts of the Provider, its agents or employees. The policy shall expressly provide, but not be limited to, coverage for the following perils: (i) unauthorized use/access of a computer system, (ii) defense of any regulatory action involving a breach of privacy, including fines, penalties and consumer redress funds mandated, (iii) failure to protect confidential information (personal and commercial information) from disclosure, and (iv) notification costs, whether or not required by statute, including costs of reasonable and appropriate remedy;
b) Workers Compensation: Statutory Limits;
c) Commercial General Liability Insurance written on an occurrence basis with limits of at least $1,000,000 per occurrence and $2,000,000 aggregate to include coverage for, but not limited to, premises/operations liability, contractual liability, products and completed operations, independent contractors, personal and advertising injury.
d) If Provider will be on campus they will also be required to provide Automobile Liability Insurance to include all owned, hired, and non-owned vehicles with limits of no less than $1,000,000 combined single limit for bodily injury and property damage.
 	
The policies required by paragraphs (c) and (d) above shall name the University as an additional insured with respect to the Agreement to which these insurance requirements pertain.  The above policies shall be primary and non-contributory insurance ahead of any insurance carried by the University with respect to the Agreement.  Certificate(s) of Insurance evidencing the required coverage shall be sent to the Syracuse University Office of Institutional Risk Management, 621 Skytop Road, Suite 100, Syracuse, New York 13244-5300.   

7. Indemnification.  Each party (the “Indemnifying Party”), to the fullest extent permitted by law, shall defend with competent counsel, indemnify and hold harmless the other party (the “Indemnified Party”) and the Indemnified Party’s trustees, directors, officers, employees, agents and representatives  from and against any and all claims, demands, actions, suits and proceedings, judgments (whether civil, criminal or administrative), and any and all liability, loss, expense (including reasonable attorneys’ fees and professional expenses), costs or damages (collectively “Losses”), which are proximately caused by (i) the Indemnifying Party’s breach of its obligations, representations or warranties under this Agreement, or (ii) the intentional or negligent act or omission of the Indemnifying Party or any of its trustees, directors, officers, employees, servants, agents, representatives or contractors. Further, Provider, to the fullest extent permitted by law, shall defend with competent counsel, indemnify and hold harmless the University, its trustees, directors, officers, employees, agents and representatives from and against any and all Losses arising out of a claim that any product, service or deliverable infringes upon a patent, copyright, or other intellectual property of a third party.

8. [bookmark: _DV_C41]Confidentiality/Non-Disclosure.
a)	"Confidential Information" shall mean the Work Product and all information which the University or its representatives furnish or disclose, or have furnished or disclosed, to the Provider or its representatives, including but not limited to trade secrets, drawings, business methods and processes, data, information regarding past or present students, financial information, marketing plans, analytics and other information that should by its nature or context be recognized as proprietary and/or confidential.  All samples, notes, abstracts, and analyses of Confidential Information shall also be deemed to be Confidential Information for purposes of this Agreement. Notwithstanding the foregoing, Confidential Information shall not include information which (i) was available to the public prior to its being disclosed hereunder; (ii) becomes available to the public after its receipt by the Provider through no act or failure on the part of the Provider or its representatives; (iii) was known to the Provider prior to its receipt from the University; or (iv) was acquired by the Provider from a third party under no obligation to maintain its confidentiality.
b)	Provider agrees to hold in strictest confidence all Confidential Information, and not to disclose or make use of such Confidential Information other than for the performance of this Agreement.  Such Confidential Information shall remain the property of the University.  The obligations of this section extend to the employees, agents and contractors of Provider; Provider shall inform such persons of their obligations hereunder and shall be responsible for any breach of such obligations by such persons.  Inasmuch as any breach of this Agreement may result in immediate and irreparable injury, it is recognized and agreed that the University shall be entitled to equitable relief, including injunctive relief and specific performance, in addition to all other remedies available at law.
c)	If Provider or any of its representatives is required by legal process to disclose any Confidential Information, it shall promptly notify the University and cooperate with the University so as to permit the University to seek a protective order or take other appropriate action.  
[bookmark: _DV_M35]d)	At University’s discretion and request all Confidential Information shall be promptly returned to the University or destroyed.
e)	Provider acknowledges that some or all of Confidential Information may constitute “Education Records” as defined by the Family Educational Rights and Privacy Act, as amended, and the United States Department of Education regulations promulgated thereunder (collectively, “FERPA”).  Accordingly, Provider shall use best efforts to protect Education Records consistent with FERPA, and shall not use or allow access to such Education Records except in accordance with the requirements established by the University (including without limitation the University institutional policy pertaining to use and disclosure of FERPA Education Records, http://supolicies.syr.edu/studs/ferpa.htm, as in effect from time to time). 

9. Security Requirements.  [SUBJECT TO ADJUSTMENT IF CONTENT SENSITIVITY WARRANTS DIFFERENT SECURITY TERMS – CONSULT ITS]  Provider agrees to perform all services under this Agreement in compliance with industry and security standards and norms (i.e. CIS Critical Security Controls, NIST 800-53 rev4, ISO 27002- 2013, etc.) and with the security controls listed herein, and, upon the University’s request, to provide evidence of such compliance. The obligations of this section extend to the employees, agents and contractors of Provider; Provider shall inform such persons of their obligations hereunder and shall be responsible for any breach of such obligations by such persons. 

a) Safe and secure methods of data and material storage, transport and disposal;
b) Secure configurations for hardware and software on Provider’s mobile devices, laptops, workstations, servers, and network infrastructure where the University is data stored, processed or transmitted, including but not limited to the following:
1) Malware defenses
2) Controlled and auditable use of administrative privileges
3) Controlled and auditable access to data based on role or need to know
4) Use of only Provider approved and licensed software
5) Full disk encryption for laptops and mobile devices
6) Timely patching of known security vulnerabilities within operating systems or software applications;
7) Ongoing vulnerability assessments and remediation of findings;
c) Secure method of user authentication which includes strong encryption of user passwords at rest or in transit;
d) Boundary protection of Provider’s information technology infrastructure, minimally to include firewalls or access lists, and actively monitored intrusion detection/prevention systems;
e) Continuously operating vulnerability detection and remediation program.
f) Storage and processing of data only within the United States;
g) Secure encryption technologies utilized within Provider’s wireless networks; 
h) Prompt notification of any breach or compromise of University data, ongoing updates until the true scope, cause and impact of such breach or compromise have been identified and reported to University, and plans for corrective action.

10. Warranties and Representations.  Provider hereby warrants and represents that (a) it has full power and authority to enter into, and fully perform its obligations under this Agreement, (b) its performance under this Agreement shall not infringe on the intellectual property, privacy or publicity rights of any third-party, and (c) all services provided hereunder shall be rendered in a professional manner and in compliance with applicable law.


11. Publicity; Branding.  All uses of the University’s trademarks/service marks, logos, images or other indicia (“Marks”), whether in connection with services provided under this Agreement, for Provider’s own marketing purposes or otherwise, require prior written approval from the University’s Office of Trademark Licensing at trademarklicensing@syr.edu. Provider’s use of any Marks, and development of any web pages to be integrated with the University’s websites, shall be in compliance with University’s quality standards and specifications, including without limitation University’s Brand Guidelines available at https://www.syracuse.edu/about/brand/.  In addition, Provider may not issue any press releases or make any other public announcement concerning services provided under this Agreement without University’s prior written consent. 
12. Accessibility Standards. Provider represents and warrants that any information technology deliverables, including but not limited to websites, web-based and mobile applications, email, web conferencing, video conferencing, video streaming, instructional materials, electronic documents, blended and online courses, and all academic and administrative software applications, comply with Web Content Accessibility Guidelines (WCAG) Version 2.0 Level AA, and agrees to provide written documentation verifying accessibility, to promptly respond to and resolve accessibility complaints received from University, and to indemnify and hold University harmless in the event of claims arising from inaccessibility. 

13. Miscellaneous.
a) Right to Audit.  Provider shall establish a reasonable accounting system, which enables ready identification of University payments and fees and expenses Provider collects pursuant to any SOW. The University may audit Provider’s books and records pertaining to this Agreement at any time before three years after final payment to verify the University’s payment obligations. If the audit reveals that the University is owed any money, or if there are any fees paid by the University for which Provider is unable to substantiate that payment was owed by the University, Provider shall reimburse those funds to the University within 30 days following completion of the audit, and if the amount of overpayment of fees by the University is equal to or greater than five percent (5%) of the amount of fees that should have been paid then the University shall charge Provider for the reasonable costs of performing said audit.
b) Choice of Law.   This Agreement shall be governed by and construed in accordance with the laws of the State of New York without reference to any principles of choice of law. Jurisdiction of any litigation with respect to this Agreement shall be in New York, with venue in a state or federal court of competent jurisdiction located in Onondaga County, New York, and both parties hereby submit to such exclusive jurisdiction. 
c) Assignment.  Provider shall not assign any of its rights or obligations hereunder, whether by operation of law or otherwise, without the prior written consent of the University. Any attempt to assign in breach of this section shall be void and of no effect. Subject to the foregoing, this Agreement shall bind and inure to the benefit of the parties, their respective successors and permitted assigns.
d) Subcontractors.  Provider may not subcontract any of the work, services or other performance required of Provider under this Agreement without the written consent of the University. Provider shall be responsible for all work performed by its subcontractors and agents as if it were performing the work itself. 
e) Independent Contractors.  The parties shall be independent contractors and not partners, joint venturers, principal and agent, or any other similar relationship. Neither party shall have, or hold itself out as having, the power or authority to bind or create liability for the other by its negligent or intentional act or omission.
f) Execution.  This Agreement may be executed in counterparts, each of which shall constitute an original but all of which, when taken together, shall constitute but one instrument, and shall become effective when copies hereof which, when taken together, bear the signatures of each of the parties hereto. Electronic, facsimile and .pdf signatures shall be deemed original signatures.
g) Entire Agreement.  This Agreement and all SOW that may be entered into between the parties from time to time related to this Agreement constitute the entire agreement of the parties and supersede any prior oral or written understandings of the parties. This Agreement shall not be modified in any way except by in writing and signed by both parties.
h) Waiver.  Any waiver of any terms and conditions hereof must be in writing and signed by the parties hereto. The waiver of any of the terms and conditions of this Agreement shall not be construed as a waiver of any subsequent breach of the same or any other terms and conditions hereof.
i) [bookmark: _DV_M137]Severability. If any one or more of the provisions contained in this Agreement or any SOW is held to be invalid, illegal, or unenforceable in any respect, that invalidity, illegality, or unenforceability will not affect any other provision of this Agreement or such SOW, and all other provisions will remain in full force and effect. 
j) Compliance with Laws.  In carrying out the Services, Provider will comply with any and all applicable federal, state, and local laws as the same exist and may be amended from time to time.
k) Notices.  All notices shall be in English, in writing, and personally delivered, sent by U.S. mail (certified mail, return receipt requested), or delivered by overnight delivery service (with written confirmation of delivery), to the other party at its address set forth herein, and for the University, a copy shall also be sent to: Office of University Counsel, Syracuse University, Crouse-Hinds Hall Suite 518, 900 South Crouse Avenue, Syracuse, New York 13244.  The date of personal delivery or the date of written confirmation of delivery, as the case may be, shall be deemed to be the date on which such notice is given.
l) [bookmark: _DV_C105]Survival.  The following provisions shall survive any expiration or termination of this Agreement: 4, 6-12. 


IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be duly executed.

[bookmark: _DV_M84]SYRACUSE UNIVERSITY:

[bookmark: _DV_C109]
By: ______________________________________________
[bookmark: _DV_M85][bookmark: _DV_M86]
Name:	___________________________________________

Title:	___________________________________________	



[FILL IN PROVIDER NAME HERE]
[bookmark: _DV_M87]
	
By:
	



	Name:
	



	Title:
	



	



